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0 M2M (machine to machine) involves communication without (or only
limited) human intervention

o M2M is essentially about combining electronics, telecommunications &
information technologies in order to connect devices & remote systems
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a Access Network — connecting the sensor & actuators
e Wired
e Wireless — cellular
e Wireless — capillary
O Gateway — connecting access and core network
e Network address translation
e Packet (de) fragmentation, etc

Q Core/Backbone Network — connecting the computer system
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M2M Access Networks 28l

O Wired Solution — dedicated cabling between sensor — gateway:
® pros: very, very reliable; very high rates, little delay, secure, cheap to maintain
® COoNns: very expensive to roll out, not scalable
Q Wireless Cellular Solution — dedicated cellular link:
® pros: excellent coverage, mobility, roaming, generally secure
® cons: expensive rollout, not cheap to maintain, not power efficient, delays
QO Wireless Capillary Solution — shared short-range link/network:
® pros: cheap to roll out, generally scalable, low power
® cons: not cheap to maintain, poor range, low rates, weaker security, large delays
O (Wireless) Hybrid Solution — short-range until cellular aggregator:
® pros: best tradeoff between price, range, rate, power, etc.
® cons: not a homogenous and everything-fits—all solution
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Q TC M2M : use case, end-to—-end architecture, service capabilities
e Selecting a limited number of M2M use cases for operators, to avoid diverging visions
and technical expansions

e Based on technology agnostic model for M2M communication, developed application
scenarios and end-to-end architecture, focusing on horizontal integration of verticals

existing proprietary applications share common
vertical applications--- infrastructure, environments
[ and network elements
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Business & information system

SCADA/

Industrial automation & control system supervisory system
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Functions | Control SCADA Enterprise

Real-time operation Critical High Best effort
Reliability requirements  Critical High Best effort
Bandwidth requirements Low Low High
Protocols used Fieldbus Fieldbus, TCP/IP TCP/IP
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A Cross-industry Convergence

o L2t 212 XIA0H= loT AIAROI Industrial Network DiX| XI& Jts SHXIP
e [ndustrial Network => HIG{2} (ZA] & 28]+ TS (HHSE)ES 1W

Control system Supervisory Network Business LAN Internet
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Q Critical Infrastructure (Cl)

® “The assets, systems, and networks, whether physical or virtual, so vital to the United
States that their incapacitation or destruction would have a debilitating effect on
security, national economic security, public health, or safety, or any combination
thereof.” (US Department of Homeland Security )

O Key Resources (KR]

° “Publicly or privately controlled resources essential to the minimal operations of the
economy and government.” (US Department of Homeland Security )

Q CI/KR Sectors Identified (17 in USA)

e Homeland Security Presidential Directive (HSPD) -7

e Agriculture and Food , Banking and Finance, Chemical, Commercial Facilities,
Communications, Dams, Defense Industrial Base, Emergency Services, Eneragy,
Government Facilities, Information Technology, National Monuments and Icons, Nuclear
Reactors, Materials, and Waste, Postal and Shipping, Public Health and Healthcare,
Transportation Systems, Water

Q Priority/immediate responder CI/KR needs (6 in USA)

e Agriculture and food (food) e Information technology

e (Communications e Transportation systems
e Energy (particularly electric power and fuel) e Water
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3 Industrial Network

e Automated control system (IDES, PLCS,)E°| HIEY 3, At M0 & SCADA €& 1™
o A|AH MZ|E (reliability, resiliency) & 2tM-A (security) € HIS0H0F &

A Industrial Network Security
o MAZ HIEAIN, LUl security requirement & M
1) Critical Asset O] A8 : '™ A|AYIE 20l 0F Ol=X| TA
2) Network Segmentation/Isolation of Systems : A|IAHIEE JIs & HYZE =dl
3) Defense in Depth : 2} A|A Yl F=HE HH0l= MM 1
4) Access Control : 2} 1SS 29| HMIAE HIO
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Industrial automation & control system
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